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DesdeStuxneten el 2010 hasta hoy mismo cd@andworm

Stuxnet Duqu Flame

wAPT afecta dispositivos wlnformacioén confidencial wMas complejo que
Siemens wDuqudéframeworké anteriores

wVulnerabilidadesDay y wlnformacioén confidencial
otras

Shamoon Dragonfly Sandworm

wSectorOil&Gas
wBorrado de archivos por
IP€g

wTroyanos bajados desde
websitesde proveedores
ICS

wWCIMPLICITY HMI Solution
Suite de General Electric

wWIinCCSiemens
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La organizacion ENISA (European
Union Agency for Network and
Information Security) ha publicado
recientemente el & 9 b L Thieat
Landscap@014.

~
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/La aparicionde malware especifig

malware que utiliza

vulnerabilidades asociadas a los
sistemas CPS para alcanzar sus
objetivos, aparece en el primer

QJgarde Iasamenazasemergentes/

Emerging Threat
1. Malicious code: Worms,/Trojans
2. Web based attacks
3. Spam [as instrument to infect IT and affect CPS)
4. Phishing [as instrument to infect IT and affect CPS)
5. Physical damage/theft/loss
6. Insider threat
7. Cyber espionage
8. Identity theft
9. Web application attacks/Injection attacks

10. Information leakage

Legend: & Declining, = Stable, @ Increasing

Threat Trend
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http://www.ciberseguridadlogitek.com/enisséhreat-landscape?014-ciberamenazagntornosindustrialesinfraestructuras/
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1. Punto de partida

wProgramasque pueden ser instaladostanto en hosts,
servidoreso en firewalls, que detectan virus y malware
comparandolos archivosalmacenadosn estos equipos
con una base de datos de firmas (que se actualizaen
muchasocasioneshorariamente) en la que se recogen
todoslosvirusy malwareconocidos Ademasde detectar,
estos sistemasprocedena la eliminacidony/o puestaen
cuarentenade losarchivosinfectados

Antimalware
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A la hora de utilizar tecnologia antimalware en
entornos OT se debe tener en cuenta que en las
aplicaciones y sistemas:

No es posible instalar ningun tipo de agente porque el fabricante del SCADA,
HMI, Historian, etc. no lo recomienda y/o soporta

Son criticos (su rendimiento no puede verse alterado) y en muchas ocasiones
no pueden pararse ni reiniciarse para realizar actualizaciones

En muchos casos han quedado obsoletos y ya no disponen de soporte por
parte del fabricante del antivirus

Estan aislados y no pueden actualizarse por la red
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La solucion pasa por realizar una proteccion en mod
off-line. Dentro de este tipo de proteccidon, existen
entre otras, las dos siguientes soluciones:

La utilizacion de herramientas de escan
de malware realizada de forma manual y
Invasiva (sin instalar agentes)

La instalacion de software especifico g
LIS NIY A G | whkdistiigh | 2 N
dockdowre RS | LJ A Ol
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Escaneo de malware
manual no Invasiva
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1. Casos de uso.
2. Funcionalidades.
3. Preguntas frecuentes.
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1. Casos de uso

Control terminals, Panel computers  Measurement devices Medical devices

Manufacturning Health Care

PCs on closed network  Standalone PC  Office PC during
business trip

Public Service, Other

Embedded Device
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Red A (IT)
192.168.1.X

Red B (OT)
193.167.1.X

DMZ
202.168.1Y

TREND MICRO \
e (/) SMART
&& PROTECTION
NETWORK"
L] .v
1. Instalamon consola
gestion (opcional)

2. Actualizacion firmas antimalware
(desde la consola o desde un PQC
con conexion a red)

Portable Security Managemen
Program(opcional)

3. Scannlngnanual no invasivo

1

]

—— ) ————

SCADA/OPClients

4. Limpieza / gestiohogs

SCADA/Historian/OPC Serve

®Red: ~ Yellow: @®Blue:

Malware scan completed  Malware scan completed  Malware scan completed
Detected and wait for Detected and cleaned Malware not detected
operator’s action




2. Funcionalidades

Management
Program

Scanningiool

Management program

Scanning tool

Malware pattern file updates

Management program (optional)

Apply the latest pattern files

Scanning Tool settings

*Folder settings: “All Local Folders”, “Specific Folders (select multiple)”
“Intelliscan” -1 and “Default Folders™

*Scan Actions: “Virus Scan Only”, “Select Manual Processing”, or
“Processing Recommended by Trend Micro =z"

*Settings changes on the Scanning Tool: * £ Don’ t Allow”, “ @] Allow”

Log viewing and management

Centralized management of scanning tool logs-2

Coordination with Trend Micro
Safe Lock (TMSL) @

Collects event logs during malware scans from the computer that TMSL
is implemented on

Scanning tool

Malware scans and log

collection for ned PCs PCs are scanned for malwares, and logs are collected

Prevent USB flash drive . i .

e TMPS protects USB flash drives from malware infections
Eg:l)ﬁcatm of scan results via MNotification of malware scan results via red, blue, and yellow LEDs

USE boot scans

Scans from USB boot using the latest pattern files of the Scanning Tool

Malware pattern file updates

The latest malware pattem files are downloaded from the management
computer or directly from Trend Micro servers
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{_) Trend Micro Portable Security
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Scanning Tool

nREWE & WO o S S |

Fix Problem

firishad.

You can edil Scan Settings to click link “Edit"below.

Scan Settings
Target: Defaul folders
Scan Action Setting: Take recommendad action
Exclusion List: Mol use

Temporary Files: Scan without saving temporarny files

: im
EEEEEEEEEEER »
Trand Micro Portabla Securi ly and easily ramawvae viruses, spywara, and cthar threats.

Trend Micro Portable Security will aulomatically start scanning the computer when the countdown hes

Liaritere_ 2L

Scanning Tool settings
The management computer t
be used and language can be

set by clicking “Settings™

Date of last update
Display the date of the last
pattemn file update

30 second
Stop

Modify folder settings
Folders targeted by the scan
can be set by clicking “Edit”

Scan Now

| ) Help

Frogram P address, pessword, and port to sync the Scanning Tool

Scanning Tool language
Select English or Japanese

sattings wilh your Managemani Program ar i1 anihar Managsmant Program

Managament Pragram:

\-

Language.

| Reagistar

English w
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(;- Trend Micro Portable Security

@ Scanning Tool

“SC“" Restore | Logs | Stalus Sligdgiy y ppm e nnn s W
- . ]
] —
1. Got Stuted ] 2. Fix Problems \' Pevien Result
4 /m
‘IIIIIIIIIIIIEID
stUpdate: 2012.10.01
~ Scan Settings
Target: Default folders
Scan Action Setting: Take recommendad action
Exclusion List: Nol use
Temporary Files: Scan without saving temoorary flles
\' () CCTTILT LTI I | 50 %
& !
h ]
Scanning: Chtemp\ps3cn-stmeagesiheme_products_bdg_01.0na
Elapsed time: C minutas 1 seconcs
Threats found: 0
l Stop
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{_) Trend Micro Portable Security

@ Scanning Tool

| Scan Rﬂglm.i Lng.s..smm%wtﬁlllllllllllll Setings 1@ Hebp
{, Got Stasted : ] ’.mm’ﬂ' 7 LI i v P h
L o * B
Gick Fix Mow 1o deal with the thrﬁ!sqnﬂnﬂ. !-.I&Ml!h!nglrﬁ [ H-.;mﬁqns might put your securty . B P8 T o
Hile o harm vouFfias Belect_ F!x or “lgnore
104 threat{s) found When "Fix" is selected, Trend
File Threat Type Risk Action / ~| || Micro-recommended processing is
EICAR-1 COM Eicar test fila Virus === [[| Fix u" launched. When “Ignore™ is
selected, only the malware scan
EICAR=2Z COM Ficar taszt fila Virus - i
2 icartest fils nu Fix ¥ OCCUrs.
EICAR-3.COM Eicar test fla Vins === | Fix w 1
EICAR-4.COM Eicar test fila Winis =] Fix o
EICAR-S COM Eiar test fle Vinus ===l | Ignors -
EICAR-5.COM Eicar test il Virus === [ lgnore -
Comment; | Scan result will be shown as default - i Aoply How
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